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Architecture of Web-application
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Web-application layers
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Use of layers allows to divide logics of 
application. Lack of layers and data controls
lead to different vulnerabilities in 
Web-applications.



XSS-attacks
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HTTP 

request



SQL 

query



DB Table 




HTTP 

response 




"SELECT * FROM 

accounts WHERE 

acct=‘’ OR 1=1--

’"

1. Application presents a form to 
the attacker

2. Attacker sends an attack in the 
form data

3. Application forwards attack to 
the database in a SQL query

Account Summary

Acct:5424-6066-2134-4334

Acct:4128-7574-3921-0192

Acct:5424-9383-2039-4029

Acct:4128-0004-1234-0293

4. Database runs query containing 
attack and sends encrypted results 
back to application

5. Application decrypts data as 
normal and sends results to the 
user

Account: 

SKU: 

Account: 

SKU: 
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SQL-injection



Use of local proxies
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Web-application security  testing
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https://www.owasp.org/images/5/52/OWASP_
Testing_Guide_v4.pdf



OWASP testing guide

• Information Gathering
• Configuration and Deployment Management Testing
• Identity Management Testing
• Authentication Testing
• Authorization Testing
• Session Management Testing
• Input Validation Testing
• Testing for Error Handling
• Testing for weak Cryptography
• Business Logic Testing
• Client Side Testing
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